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APPENDI X D
OPERATI ONS SECURI TY ( OPSEQC)

1. Purpose. This plan prescribes policies and establishes
standard procedures wthin the EOC for controlling and
safeguarding classified material to insure that official
information of the Departnment of Defense relating to national
security is protected.

2. Applicability. This plan applies to all personnel assigned
to HQUSACE.

3. Responsi bilities.

a. The Chief, Energency Qperations Center (EQCC), has overall
responsibility for controlling and safeguarding classified
material wthin CECW CE- ECC.

b. The Chief of the Crisis Managenent Team (CMI) has the
overall responsibility for controlling and safeguarding
classified material in the ECC during periods when the ECC is
activated with a HQUSACE CM.

c. At a mninmm the Chief, ECC, wll appoint, in witing, a
security nonitor who will advise on matters pertaining to the
classification, declassification, and safeguarding of national
security information.

d. The Chief, EOCC, wll inplenment procedures to insure that
the end-of-day security check is conducted each day, |AW
par agr aph 5-202 of AR 380-5 and USACE Suppl 1 to AR 380-5.

e. The security nonitor wll:

(1) Insure that all persons who handle classified material
are appropriately instructed and cl eared.

(2) Assist and advise on nmatters pertaining to the
enforcenent of regulations governing the dissem nation,
reproduction, transm ssion, safe keeping, and destruction of
classified nmaterial .

(3) Insure that the daily end-of-day security checks are

bei ng conducted, |AW paragraph 5-202 of AR 380-5 and USACE Suppl
1 to AR 380-5.
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f. Wien the EOC is activated, the Cerk-Typist (Security),
cMr, will:

(1) Monitor the entrance to the office and insure that all
per sonnel who enter have been properly cleared and have the
proper identification authorizing their entrance.

(2) Maintain the Restricted Area Visitor Register and issue
visitor passes to properly cleared visiting personnel (see

par agraph 4a. bel ow).
9. Branch/ CMI' Per sonnel :

(1) Al personnel will be famliar with and abi de by
instructions set forth in this plan.

(2) Al personnel wll be famliar wth the procedures for
handl i ng and safeguarding classified materials as outlined in AR
380-5 and USACE Suppl 1 to AR 380-5.

(3) Each person is responsible for safeguarding classified
docunents.

(4) Al COMr personnel will receive an initial security
briefing by the Ofice of Security and Law Enforcenent prior to
an exercise or upon activation of the CM. The briefing wll
i nclude handling, storage, and safeguarding of classified
docunents.

(5) Staff assigned to the ECC will return classified nateri al
to designated GSA-approved secure containers by the end of the
wor kday.

4.  Procedures. Qperations are conducted throughout the EOC at

t he SECRET | evel. Di scussion of classified material is permtted
in all areas except the entryway. Open storage of material is
permtted during periods when the ECC is open.

a. Access to the ECC The EOC is a restricted area and only
personnel wi th proper security clearances will be admtted. The
entrance is controlled by two | ocks. An el ectronic cipher 1ock
(“day lock”) is used for access to the EOC facility when it is
open. The conbination to the “day lock” may be given to all
personnel with a Permanent G een EOC badge, HQUSACE Cener al
Oficers and HQUSACE SES personnel. \Wen the facility is closed
a conbination lock (“night lock”) of the type used for
GSA- approved security containers is used to double-lock the ECC
The facility can be opened and closed and the conbination to the
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night lock can be given only to assigned EOCC staff, other
Readi ness Branch and section chiefs, and contiguous action
officers after such personnel have been given a security
orientation. Exceptions nust be approved in advance by the
Chi ef, ECC. The follow ng procedures will be used to grant
access to the area:

(1) Personnel granted access to the EOC are required to
display a serially-nunbered identification card in full view
above the waist while in the ECC. The follow ng types of
identification cards are issued:

(a) Permanent Badge. Per manent badges (green) wth
phot ographs are issued to CMI nenbers, Readiness Branch staff,
and other individuals requiring regular, continuous access to the
EOC. Hol ders of permanent badges nust have a mninmum security
clearance of SECRET. A permanent badge is required in order to

sign-in and escort visitors. Personnel issued a pernmanent badge
may be given the conbination to the “day |ock.” Per manent | y
badged personnel wll surrender badges to the EOC upon

termnation of their EOC CMI assignnents.

(b) Tenporary Visitor Badge. Visitor “V' badges (yellow) are
issued to personnel with verified m ninum security clearance of
SECRET and a requirenent to nove within the EOC w thout escort.
Staff nenbers issuing visitor badges are responsible for assuring
security clearance has been verified against the CEPM roster or
by i ndividual verification of CEPM staff.

_ (c) Tenporary Escort Badge. Escort “FE badggs (red) are
i ssued to personnel who require access to the E but do not have

either the required security clearance or a need to nove w thout
an escort. Staff issuing Escort badges are responsible for
escorting the badge holder at all times the individual is in the
EOC. The presence of uncleared escorted visitors in the work
area nust be announced by the escort.

(2) Tenporary badges will be issued upon surrender of photo
identification (state driver’s license). The photo
identification will be returned in exchange for the tenporary

badge when the individual |eaves the EOCC, or at the close of
busi ness.

(3) Ceneral Oficers assigned to USACE, and nenbers of the
Seni or Executive Service assigned to HQUSACE and displ aying bl ue
HQUSACE SES badges, shall be given access to the EOC on the sane
basis as permanently badged staff. EOCC badges are not required
for these individuals. The EOC Administrative O ficer wll
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regularly verify the security clearance of assigned General
O ficers and Senior Executives.

(4) EQOC badges do not permt access to areas within the ECC
whi ch have been specifically restricted.

b. Opening and cl osing the ECC.

(1) Opening the ECC The follow ng steps shall be taken to
open the EOC.

(a) Enter date/tine and initials on the SF 702, Security
Cont ai ner Check Sheet, |ocated on the EOC door. Turn magnetic
sign to “OPEN.”

(b) Upon entering, inspect EOC perineter, security
containers, Wrld Wde Mlitary Command and Control System
(WWCCS) and other itens listed on SF 701, Activity Security
Checklist, for proper closure and/or tanpering, and imediately
report any problens to the Chief, ECC

(c) Review incomng facsimle nessages, and review and record
t el ephone answeri ng nmachi ne nessages. D ssem nate any
information needing priority attention.

(d) A nenber of the permanent ECC staff shall retain
responsibility for the ECC while the facility is open. As an
exception, when it is essential to mmintain extended operations,
a nmenber of the permanent EOC staff may tenporarily |eave the
facility in the custody of staff with a pernmanent EOC badge
(green). In such cases, the staff nenber remaining in the ECC
wll not leave the facility until relieved by a permanent ECC

staf f nmenber.

(2) dosing the ECC. The follow ng steps shall be taken to
cl ose the ECC

(a) Insure that all classified nmaterial is returned to secure
cont al ners. Verify that all STU Il keys are returned to a
secure contai ner.

(b) Insure that all designated equi pnment is turned off.

(c) Insure that all security containers are closed, checked,
and the Security Container Cover Sheet, SF 702, conpleted.

(d) Insure that all “blocked” doorways are secure.
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(e) Insure designated alarns are set.
(f) Conplete Activity Security Checklist, SF 701

(g) Set the “night lock”, close the door, turn the
conmbi nation dial and check the EOC door by entering the cypher

| ock conbi nati on

(h) Initial the SF 702 and turn the nmagnetic sign to
“ CLOSED. ”

C. Saf eguarding classified docunents and information:

(1) During times when the EOC is activated on a 24-hour
basis, classified containers may be left open to support
operati ons. Al'l personnel assigned to CECWCE-ECC CMI' who handl e
classified information are responsible for security of the
information within their control. Personnel are further
responsible for insuring that any disclosure or relinquishnent of
control of these docunents is to personnel who are properly
cleared at |least to the degree of the classification of the
informati on and have a need-t o-know.

(2) The dissemnation of classified data orally, in witing,
or by any other neans, shall be limted to those persons whose
official duties require know edge or possession thereof. No one
has the right to have access to classified material solely by

virtue of rank or position.

(3) dassified docunents may be conpronmised as a result of
carel essness, negligence, or indiscretion, as well as by the
action of hostile intelligence or subversive organizations. The
dangers of indiscreet conversation cannot be over-enphasized. It
is inportant that any breach of security which nay cone to an
individual’s attention, is reported without delay to the security
noni t or or supervisor. The security nonitor or supervisor nust
be notified immedi ately when a docunent is known or suspected to

be | ost or conprom sed.

(4) Reproduction of classified material will be kept to an
absolute mninmum and is restricted to designated copier(s) wthin
t he ECC. In the event of equipnment failure, the security office

wi |l provide guidance or assistance. Each reproduced copy of a
classified docunent will be secured and properly controlled.

d. Storage of classified material
(1) Each container used for storage of classified material
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will be designated but not externally marked as to the |evel of
classified material authorized to be stored. Each vault or

contai ner shall be assigned a nunber or synbol for identification
pur poses.

(2) Five containers located within the ECC are authorized
storage of classified material at the SECRET |evel; one container
is authorized for storage at the TOP SECRET | evel. Desi gnat ed
drop safes with the TOP SECRET container are provided for storage
of materials requiring additional control.

(3) Conmbinations to classified containers will be changed
only by persons having an appropriate security clearance. New
conbi nations wll be forwarded to the security office for
st or age. Conmbi nations wll be changed for any of the follow ng
conditions :

(a) Wien placed in use after procurenent.

(b) Whenever an individual knowi ng the conbination is
transferred or reassigned from CECWOE, or his/her security
clearance is reduced, suspended or revoked by proper authority.

(c) Wien the record of conbination has been conprom sed or
the classified container was found open and unattended.

(d) At least annually, unless nore frequent change is
directed by the type of material stored within the container.

e. Preparation of classified docunents. Cassified
processing is permtted only on stand-al one word processors.
Data will be stored on renovable hard drives and |ocked in GSA-
approved classified containers when not in use. Al'l docunents
and disks wll be labeled, marked, and stored appropriately to
prevent unauthorized access.

f. Enmer gency evacuation and destruction plan

(1) In the event of a fire, natural disaster, or terrorist
threat, the classified docunents and materials stored in al
safes may have to be protected, renoved or destroyed. The Chi ef,
ECC, will direct the inplenentation of an energency evacuation
plan, to insure that the classified docunents stored in safes and
containers in the EOC area are not conpron sed.

(2) In the event of a fire, natural disaster, or terrorist
threat, the first measure of protection is to secure al
containers prior to evacuating the building. The O fice of
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Security and Law Enforcenent is subsequently responsible for

i mpl ementing headquarters-w de protection procedures, to insure
that containers are not breached and classified docunents are not
conprom sed during recovery and clean-up operations.

(3) If the situation warrants, destruction of the classified
material will be acconplished by shredding.

(4) Each nenber of CECWCOE/CMI is responsible for
i mpl ementation of the energency destruction and evacuation plan.

g. Bonb threat.

(1) If any nmenber of the EOCC/ CMI team receives a bonb threat,
he/ she should listen as attentively as possible to the threat and
record as nuch information as possible on the Bonb Threat

Checklist (Figure D-2). Keep the bonb threat checklist readily
avai |l abl e. A cal mresponse to a bonb threat call may result in
additional information from the caller. Pretend difficulty wth

your hearing and keep the caller talking.

(2) Wthout discussion, immediately forward the conpleted
checklist to the Chief, EOCC. The Chief, ECC will notify the
Bui | di ng Manager (2-0800) as soon as possible. Do not discuss
the threat. Await further direction from the occupant energency
coor di nator.

h. Al personnel within the EOC shall consider thenselves
responsi ble for the enforcement of security procedures and
regul ati ons.
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Figure D 1.
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BOVMB THREAT CHECKLI ST
1. EXACT WORDS USED IN BOVB THREAT:
2. TIME 3. DATE 4. DETONATI ON TI ME: 5. LOCATI ON:
6. CALLER(S):
A NAME:
B. MLE FENALE;
C.  ADDRESS:
D. TELEPHONE MO :
E.  THREAT MODE
F.  LANGUAGE: G ACCENT
H DI ALECT:
. AGE UNKNOWE CHLD TEENAGER
YOUNG ADULT: ADULT: ELDER
7. DID CALLER INDICATE A FAM LI AR TY WTH THE BU LDI NG
YES NO |F YES, HOW
8.  ASSOCI ATI ON;
9.  REASON:
10. TYPE OF DEVICE
11.  MANNER OR TONE OF CALLER
12.  BACKGROUND NOI SE: 13.  VEATHER
13.  LOCAL AREA ACTIVITY:
14, DAY OF WEEKK S M T W T E_ S PAYDAY: YES NO

HOLI DAY: WHAT DAY

15. M SCELLANEQUS

16. RECORDER NAME:

TELEPHONE NO ROOM NO.
DATE: TTME: TI TLE:
AGENCY: ADDRESS:

Figure D 2. Bonb threat checklist.
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